ADPRO PRO E by Xtralis System Setup Manual

3 PRO E-IPM (IP Module)

ADPRO PRO E detectors have RS-485 interfaces which allow for remote maintenance and full alarm
management via up to 1000 m long field bus connection. (see the ADPRO PRO E PIR Installation Manual,
document no. (27386), section "Multiple detectors at interface module IFM-485-ST").

Using the IP Module (IPM) converts this RS-485 bus to Ethernet and makes it available remotely through the
IP address of the module.

The following instructions show how to set up and prepare the IP Module and how to create a Virtual COM
Port (VCP) ona PC in order to access the detector connected to the IPM.

3.1 System Overview

ADPRO com0com com2tcp ) .
software COM2 -> COM1 connection over ¥Pico module detector
Ethernet

comz2 com1

port 10001
IP 192.168.31.27 / SN 255.255.255.0 ‘—J lez.lsa.ﬂ.zm o 255.255.255.0
/ 4 "\ .

virtual 4
COM port TCP data SoE
workstation

energy 9 PoE

PoE network switch detector
y

"

This overview shows all three parts of the system: the workstation, the PRO E detector and the data
infrastructure in-between.

Workstation:

The ADPRO software (see "PRO E-Tool Software" on page 3) needs to connect to a serial COM port to
access the detectors. Normally this is a regular RS-232 COM port, which then gets converted to RS-485 and
can directly communicate to detectors on the bus. If there is a USB connected RS-485 converter, the COM
port used is a Virtual COM Port (VCP) which is created by a driver (VCP driver from FTDIchip.com) to direct
the data stream from the USB port to the PRO Software.

When using the IP Module, you need a driver (com2tcp) to create a VCP from the IP address. This VCP
cannot be same as the one the PRO software connects to, so another VCP should be created and then
connected to the other VCP through a Virtual Null Modem Cable (comOcom driver).
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Detector:

The IP Module should be configured to have a known IP address (using the Lantronix Devicelnstaller) and
then connected to a Power over Ethernet (PoE) enabled switch.

workstation A
IP 192.168.31.27
subnet 255.255.255.0

/ 777 ADPRO series PRO detector
with PoE/SoE module

. (for configuration see text
PoE network switch )
below)

3.2 xPico Module Setup (PRO (E) Series Detector)

The main component of the IPM is an xPico module which should be configured, to do so follow these steps:

1.

Install the "Lantronix Devicelnstaller" software (follow the steps available on:
http://ltxfaqg.custhelp.com/app/answers/detail/a id/644 or via the Lantronix website:

http://www.lantronix.com)

Switch the network card over to the network where the xPico module is located.

Note: To locate the network, start the Devicelnstaller and press <F5> to refresh the environment.
General |

“t'ou can get [P zettings assigned automatically if your network supparts
thiz capability. Otherwize, pou need to ask your network adminiztrataor for
the appropriate P settings.

" Obtain an P addrezs automatically

—% se the follawing IP address:
IF address: 192168 .31 .33
Subret mask: IW
Diefault gateway: [

| Dbtain DME server addiess autormaticaly

—{% Usze the following DNS server addresses:

Preferred DMS server: I . . .
Alternate DNS server: I o . .

Advanced... |
DKI: I Cancel I

When xPico module and PC are on the same network, the device appears in black letters in the
configuration screen, while if the module is on another network (e.g. if the subnet is different), it appears in
red letters.

If the network on which the xPico is located cannot be accessed, you can use the Assign IP button to
switch the xPico module to another network. In case this fails, try connecting the PC and xPico module
via a standalone network switch without connection to other networks and set the PCs network settings
according to the existing network configured in the xPico module.
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9" Lantronix DeviceInstaller 1 o ] [ |
File  Edit wiew Dewice Tools Help

PSearch  GFExclude & Assign TP |

M ame | Uszer Mame | Uszer Group | IP Address | Hardware Address I Status I
erbindung [192.188.31.33) E#Pico 192.168.31.220 00-80-43-93-74-E7 Online
£3 #Pico
ﬂ: Ready
3. Double-click the xPico module, the configuration screen appears as shown below:
¥ Lantronix De’ =13l =

File: Edit Wiew
S search g Exclude & Assign IP

Device Tools

Help

@ Upgrade

= ‘ Lantronix Devices - 1 devicels)
El-gfg LAM Aerbindung [192.168.31.33]
B-£3 #Pica
g wFi

fi 6.8.0.2

ﬂ Ready

Device Details |Web Configurat\onl Telnet Conf\gulationl

- Reload Details

Property I Walue
Name #Flico
DHCP Device Name

Group

Camments

Device Family #Pico
Tupe #Pico

in] B
Hardware Address 00-20-43-93-7AE7
Firmware ‘ergion EB
Eutended Fimware Yersion EBOD2
Online Status Orline
IP Address 192168.31.220
IP Address was Obtained Statically
Subnet Mask 265, 255 265.0
Gateway 0000
Number of COB partitions suppo... B
Murber of Serial Ports 2

TCP Keepalive 45
Telnet Supported True
Telnet Part 9333
Web Port a0
tavimurm Baud Rate Supported 921600
Firmware Upgradable True
Supports Conligurable Pins True
Supports Email Triggers False
Supports AES Data Stream True
Supports 485 True
Supports 921K, Baud Rate True
Supparts HTTP Server True
Supports HT TP Setup True
Supports 230K, Baud Rate True
Supports GPIO True

If you receive a new xPico module, the connection mode may not be configured correctly. To fix this,

connect via the telnet interface as shown next:
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=101x]

4" Lantronix DeviceInstaller 4.4.0.1

File  Edit  Wiew Dewice Tools Help
P Search  iggExclude & Assign 1P ¥ Uparade
= % Lartronis Devices - 1 device(s) Device Details | Web Configuration :\“Té[ﬁé}.EEHF“‘Q"‘-“':‘?‘.EiEH"El

2 gl LANVerbindung [192 168.31.33)
B 63 #Fico 1P Address: 192.168.31.220 Port: 9999 |t_1mnnezt| & Clzar

44 wPica - fimnware vE.0.0.2 Connect to device via Telnet —

-5 182168.31 220

ﬂ Ready

4. Press Enter within the first 5 seconds after connecting to enter the device setup mode as shown below,
otherwise the telnet server on the xPico module will disconnect and should be connected again:

#” Lantronix Devicelnstaller 4.4.0.1 =101 x|
File  Edt  Wiew Device Tools Help
JPSearch  igdExclude & Assion 1P &8 Uparade
= F.'_lg Lantronis Devices - 1 device(s) Device Details | Web Configuration  Telnet Configuration |
& gz:‘g ét:g:mdung L2563 IP Address: 192,168,31,220 Port; 9999 [& pisconnact | &7 dlear J
-

E|«@ #Fico - fimware v6.8.0.2
" S

Software version V6.5.0.2 (120628) EPICO
AES library wversion 1.8.2.1

Press Enter for J3etup Mode

=]

4 Ready

Upon successful connection to setup mode on the xPico module, an option menu appears.

5. Choose "1" to change channel 1 settings as shown next:
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File Edit ¥iew Device Tools

,) Search Q Exclude e_, Assign IP @ Upgrade

Help

= ‘ Lantronix Devices - 1 devicels)
=] g?g LAM Werbindung [192.168.31.33]
=-£3 #Pico
Bl #Pico - fimwars v6.8.0.2
5% 182 168.31.220

bid Ready

Device Details | Web Corfiguration  Telnet Configuration |

=10l =]

1P Address: 192.168.31.220 Park: 9539 & Disconnect

& Clear

*#*%% Channel 1

Baudrate 2600, I/F Mode 7F, Flow 00
Port 10001

cConnect Mode : CO

Send '4+++' in Modem Mode ensbled

Show IP addr after 'RING' enabled

Auto increment source port disabled
Femote IP Adr: --- none ——--, Fort 00000
Disconn Mode : 00

Flush Mode : 0O

TEE - Expert

TCP Keepalive : 45z
ARP cache timeout: &00s
CPU performance: Regular
Monitor Mode B hootup
HTTP Port MNuwher : 80
MTU Size: 1400

TCF Re-transmission timeout: 500 ms
Alternate MAC: dissbled

Ethernet connection cype: auto-negotiate

enahled

Change Setup:
0 Serwver
Channel 1
Expert
Security
Defaults
Exit without sawve
Save and exit

{10 I I ST B

¥our choice ?

6. Press Enter to select the default settings and enter "CQ" in "ConnectMode" option as shown below:
Note that most settings can be left according to default values.

DeviceInstaller

File Edit Wisw Device Tools

Help

Jsearch @ Excude W AssionIP & Upgrade

Lantronix Devices - 1 dewice(s]
= g% LN erhindung (192.168.31.33)
=-E3 wFico
[ #Pico - firmars v6.8.0.2
5 192188 31 220

b4 Ready

Device Details | wieb Corfiguration  Telnet Configuration |

=loi =]

1P Address: 192,168.31.220 Port: 9999 & Disconnect

& Clear

Show IP addr after 'RING' enabled

Auto increment source port disabled
Remote IP Adr: --- none ---, Port 00000
Disconn Mode : 00O

Flush Hode : 00

R IEXDOLE

TCP Heepaliwve Batis)
ARFP cache timeout: e00s
CPU performance: Regular
Monitor Mode B bootup
HTTFP Port Muawber : 80
MTU Size: 1400

TCPF Re-transmission timeout: 500 ms
Alternate MAC: dissbled

Ethernet connection Ty¥pe:! auto-hnegotiate

enabled

Change Setup:
0 Server
Channel 1
Expert
Security
Lefaults
Exit without save
Save and exit

0~ @ e

Your choice 2 1

Baudrate (9600) ? 9600
I/F Mode (FF) ?

Flow (00) 2

Port No (10001) 2
ConnectMode (CO) 2

7. Proceed with the settings.

When done, the main menu appears,

8. Select "9" to Save and exit the new settings then press Enter.

The Telnet configuration is now done. You can configure the other settings using the Web Configuration

Tools.
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To configure the settings, follow these steps:

¥ Lantronix DeviceInstaller 4.4.0.1 ] 4 |
File  Edt ‘“iew Device Tools Help
SJsearch  iggExclude & Assign TP €M Uparade
Lantronix Devices - 1 devicels) Device Details | Web Configuration !| Telnet Configuration I
=gl LANVerbindung [152.168.31.33) W Address: hitp: /192, 168.31,220:80 - l;le‘ O &

=] D #PFico
# #Pico - fimwars vB.8.0.2

- 192168.31.220

H Ready

Mavwigate to http://192.168.31.2

Mavigate to http://192.168.31. 220:50 |

1.

Enter the username and password which are left blank then click OK, as shown below:

¥ Lantronix DeviceInstaller 4.4.0.1 B ] |
File  Edit  “ew Device Tools Help
Jsearch  igrExcude & assign P &M Upgrade

= % Lantroniz Devices - 1 devicels)
E-g?g LAM Aerbindung [192.168.31.33)
E-£3 #Pico
El-s# wPico - firmware w6 8.0.2
5% 192.168.31.220

ﬂ Ready

2. Press Enter.

Device Details  Web Configuration | Telnet Ennhgulatlnnl

W Address: http:fj192. 168.31.220:50

T Ee0 | vW

Yerbindung herstellen mit 192.1

Der Serwver "192.168.31.220" an "{null)" erfordert einen
Benutzernamen und ein Kennwort,

‘Warnung: Dieser Server Fordert das Senden von
Benutzernamen und Kennwort auf unsichers Art an
(Basisauthentifizierung ohne eine sichere Yerbindung).

Benutzername:

&

Kennwark: I

™ Kennwort speichern

Abbrechen |

Auf http://192.168. 31,2204 secure/It_conf.htm wird gewartet. ..

The Device Server Configuration Manager can also be accessed via regular web browser as shown next:
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" Lantronix Devi =101 x|
File  Edit  Wiew Dewice Tools Help
JPSearch  igdExclude & Assign P &8 Upgrade |

% Lantronix Devices - 1 devicels)

E-g% LAM Aerbindung [192.168.31.33)
-2 #Pico
Bl wPica - fimware v6.8.0.2
=% 132168.31.220

Device Details | Wweb Configuration || Telnet Cunhgulatluﬂl

T E20  e@

El #® Address: hitp:ff192.168.31.220 securs/lx_conf htm

Firmwars Version: V6.8.0.2
MAC Address: 00-80-A3-93-7A-E7

LANTRONIX'

Network
Server
Serial Tunnel

Home

Configurable Pins

Apply Settings

xPic

Device Server Configuration Manager
Version 1.9.0.0

Apply Defaults

4

ﬁ' Ready

3. Configure the xPico Serial Settings using the values mentioned in the below image:

%" Lantronix D Instal

File Edit
Josearch g Exdude & Assion IP
=) §5 Lantronis Devices - 1 devicels)

Tools  Help

&3 Uporade

Wigw Device

=l=ix|

Device Details  w'eb Configuration | Telnet Configuration |

=g LANVerbindung (192.166.31.33)
-3 #Pico

® Address:

[E=20 ¢=

(=438 wPico - firmware +6.8.0.2
5% 19216631220

LANTRONIX'

Firmware Version: V6.8.0.2
MAC Addrezs: 00-80-A3-93-TA-E7

Serial Settings

HNetwork
Server
Serial Tunnel

Channel 1

Port Settings

Connection
bl Sl Settings

Configurable

[~ Disable Serial Port

Protocol: [RS485 - 2 wire =
Baud Rate: |9600 x

E
Stop Bits: [1 =

Flow Control INune

Data Bits: |8 'I

Parity: | Even =

Apply Settings
Pack Control

Apply Defaults

I~ Enable Packing

<

Idle Gap Time: |12 msec =
Match 2 Byte Sequence: € Yes & No Send Frame Immediate: ¢ ves & No
Watch Bytes: 0400 0500 Send Trailing Btes: & Naone © One © Two
(Hex)
Flush Mode
Flush Input Buffer Flush Output Buffer
With Active Connect € Yes & ho With Active Connect ¢ Yes & No -l

With Passive Connect € yves & No With Passive Connect. € yes & No
AtTime of Disconnect  ves & No AtTime of Disconnect. © ves & No

)

httpe #7192 168 31 220/secure/sernial htm

4 Ready

4. Click OK to save the configurations locally. This does not transmit the settings to the xPico, this process

is explained in the next step.
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%" Lantronix D Installer 4.4.0.1

File Edit
Josearch  igExcdude & Assion IP

= Lanitronix Devices - 1 devicels)
= glg LAMVerbindung [192.168.31.33)
EHET #Fico

Device  Tools  Help

&3 Uporade

Wigw

Device Details  Wweb Configuration | Telnet Configuration

® Address:

=l=ix|

B4 wPico - fimware v6.8.0.2
S 192168.31.220

LANTRONIX

Network
Server
Serial Tunnel

Configurable Pins
Apply Settings

Apply Defaults

' EEERIEE
Firmware Version: V6.8.0.2
MAC Address: 00-80-A3-93-TAE7
[~ Disable Serial Port -
hrt Settings
Protocol: | RS485 - 2 wire i Flow Cantral: INnns j
Baud Rate: 9600 = Data Bits: |8 = Parity: |Even = Stop Bits: I hd
ick Control
[T Enable Packing
Idle Gap Time: | 12 msec vI
latch 2 Byte Sequence:  yas & No Send Frame Immediate: € yves & No
Match Bytes of00 | ofn Send Trailing Bytes: & None ¢ One © Twa
(Hex)
ish Mode
Flush Input Buffer Flush Qutput Buffer
With Active Connect:  yes & No ‘With Active Connect: {~ ves @& No
With Passive Connect: ¢ yes & No ‘With Passive Connect: " yes & No
AtTime of Disconnect  ves = No AtTime of Disconnect  ves & No
Done!
[

4 Ready

5. Configure network settings of the xPico module. If the Detector is on the same network as the attached

# Lantronix D Installe; .1

File Edit
Josearch g Exdude & Assion IP
=) §5 Lantronis Devices - 1 devicels)

=-glg LANVerbindung (192 168 31.33]

E-E3 #Pico

(=438 wPico - firmware +6.8.0.2
S 19216631 220

Device  Tools

Wigw

Help
&3 Uporade

Device Details  w'eb Configuration | Telnet Configuration |

control system (e.g. computer running ADPRO software), enter a Gateway IP of all "0"s to disable routing
as shown below:

=l=ix|

#® Address: http:/192.168,31. 220/secure/ltx_conf.htm

- E2O | ¢@

LANTRONIX'

Firmware Version: V6.8.0.2

MAC Address: 00-80-A3-93-TAE7

Network Settings

Server

Serial Tunnel
Hostiist IP Configuration
Channel 1 -

ttings
Connection
Configurable Pins

Apply Settings

Apply Defaults

&

Metwork Mode: |W|red Only >

Obtain IP address automatically

Auto Configuration Methods
BOOTP: & Enaple  Disable
DHCF: & Enable € Disable
AutolP: & Enaple ¢ Disable

DHCP Host Name

Use the following IP configuration:

IP Address: [192.16831220 |
SubnetWask: [2552652550
Default Gateway: W
DNs server: [0000 |

=

Ethernet Configuration

Auto Megotiate

Rneed & 400 Mhne & 40 ke

4 Ready

6. Click OK at the bottom of the page to save the configuration parameters locally.
7. Click "Apply Settings" from the left menu to transmit the saved settings to the xPico.
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4 Lantronix Devicelnstaller 4.4.0.1 i =] |

Fle Edt Yiew Device Tools  Help
Josearch GExdude & AssignIP &8 Upgrade |

= % Lantronix Devices - 1 devicels) Device Details  Web Configuration | Telnet Cunﬁgula[mnl
B %é”;\;i:‘"d”"g 1132,166:31:33) E] @ address: hitp:/j192,168.31.220/secureflix_conf, htm T EEO @
g wPico - firmware v6.8.0.2
£ LANT?ON I X i Firmware Version: V6.8.0.2
MAC Address: 00-80-A3-93-TA-ET
4t
Network
Server Please wait while the configuration is saved...
Serial Tunnel The unit will reboot in order for the settings to be applied.
Connection
Configurable Pins
Apply Settings
Apply Defaults
4 »
Fertia |

4 Ready

When the transmission is complete, the detector connected with the xPico module can be accessed via
Serial-over-Ethernet connection as explained in the next section.

3.3 PC Setup (comOcom with com2tcp)

After installing the comOcom software, configure the virtual COM ports, this step and changing the comOcom
settings are done through the comOcom Setup screen as shown below:

[=)- Vitual Port Pair 0 ComM2
F-COM1 emulate baud rate emulate baud rate
-- ComM2 enable buffer overmun |:| |:| enable buffer overrun
enable plugin mode [] [7] enable plugin mode
enable exclusive mode || [ enable exclusive mode
enable hidden mode [] [] enable hidden mode

Notes:

« The "emulate baud rate" checkbox is optional, as the baud rate will be controlled by com2tcp.

« The only required connections are "RX" and "TX", each of them is crossed to the other on the second port.
Other connections can be left as they are or configured according to the above image (should a different
setting exist).

After configuration is done and the system is set up, start the batch file "PoE_SoE_startcom2tcp.bat".

Note: If different parameters are used in the xPico Module setup (e.g. IP address or port number), make
sure to change those parameters in the batch file too.
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OpenCACC ™M . NCOMLY . bau 6@
Connect¢'1%2.168.31.228", "18861"> - 0K

This connects the workstation virtual COM1 port to the xPico module, so that the ADPRO software (or any
other control software) can access the detector via COM2.

Alternatively, you can use any other TCP serial tunnel software in raw data mode (not telnet mode). If telnet
connection mode is desired, change the xPico settings accordingly.

When the setup is finished successfully, you can access the detector for example via the ADPRO software:
File Scope  Tools Settings Info
D Search Detector F3 ﬂ T m

Com Port 3 Com1

¢

Language
Mo, |Parameter |Va\ue
v Begp It |
2 |Model 18
Unit of speed 1
LR 3 |Vesion 10
Unit of length 5 | Addess q
17 |Svstem Ready Mo
18 | Cover Status Covercl
19 |Antimask Status Init
10 | Vandal Status Bracket
72| IR CZ0 max kh
173_|IR C21 max 5
74 |IR Zone 1 max ]
78 |Pulsz Counter
181 | Alamn Counter Qut 1|68
N § 182_| Alam Counter Out 2|0
Zone 1 ALM 3 83 |Alam Counter Out3 0
Pulse Count ALM.___ 90 | Cover Swich Statup |10
: 94 | Antimask Statup 0

Out 2 - (Tamper)
Out 3 - (Fautt)

! FLD<0x7811,5,2,2>
EEEE\ Run PRO_E-18_}.XXINI 30052014 B 9600 | C:\Users\Messe\ Desktop\AdPraly
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3.3.1 Connecting Multiple Detectors

When connecting more than one detector, the number of virtual serial ports in the workstation should be
adjusted since every detector needs two virtual serial ports, one network-sided and another one linked to the
application. For example, if you have 3 detectors connected via Ethemet, you will need 3 pairs of linked virtual
ports in comOcom as shown below:

I. 45| Setup for combca

[=- Vitual Port Pair 0 ComM7 Coma
: -- COomM1 emulate baud rate emulate baud rate

| E-COM2 enable buffer overun [] [] enable buffer ovemun
= Vitual Port Pair 1 enable plugin mode [] [C] enable plugin mode

i - COM5 enable exclusive mode [ [ enable exclusive mode

. E-COME enable hidden mode [ [C] enable hidden mode
=B Virtual Port Pair 2 ®RX
5-COM7 ~ - T
[+~ COM8 4 8 DTR
= D5R
®DCD
& RTS
®CTS
[-@ R
®0OUT1
®0OUT2
®0OPEN

To configure com2tcp (network-) connection details, modify the corresponding parameters in the "PoE_SoE _
start_com2tcp.vbs" file:

PoE_SoE_start_comztcp.wbs 1

Dim WinScriptHost
Set WinScriptHost = CreateCbject ("WScript.Shell"™)
WinScriptHost.Run "com2tcp —-ignore-dsr --baud 3600 “\\.\COM1 192.168.31.220
WinScriptHost.Run "comZ2tcp —-ignore-dsr —--baud 2600 “\\.\COM5 192.168.31.221 10001", O
WinScriptHost.Run "comZ2tcp —-ignore-dsr —-baud 9600 ‘\\.\COM7 192.168.31.222
If Err <> 0 Then

M=gBox "Erxrror! At least one connection could not be started!"™,48,"PoE / SoE Starter”

Else

M=zgBox "Alle com2tcp Verbindungen gestartet!",0,"PoE / ScE Starter”
End If
Set WinScriptHost = Nothing

Once the configuration is done, start the "PoE_SoE_start_com2tcp.vbs" file. When the connections are
successfully established, start the ADPRO Software and select the corresponding COMx port for the detector
you want to access.
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